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Introduction

SQL Stored procedure guidelines are designed to 

· Provide a common structure to make it easier for developers to support each other’s code

· Ease maintenance by enhancing readability

· Introduce a common error handling mechanism via stored procedure templates

· Improve code performance

Guidelines are not designed to stifle developer creativity by enforcing rigid and unnecessary rules. 

A best practices section has been provided to allow coding recommendations to be gathered.

All developers should be encouraged to provide input to these guidelines and to submit recommendations to the best practices section where they feel their experience may benefit other developers.

Developers should make a judgement as to whether it is advisable to retrospectively apply coding standards to existing stored procedures. This will require testing, so it may be advisable to add the comment block when updating a stored procedure and only retrospectively apply other coding standards when making significant changes.

When to Create A Stored Procedure

Stored procedures should be written to perform a specific single task to make more generic.

New stored procedures should be created whenever you need to access data from the front end or the business layer. 

Never embed SQL statements in the application user interface or the business layer for the following reasons:

· Execution performance is improved as stored procedures make use of a precompiled execution plan. When stored procedures are initially run, an execution plan is created and the stored procedure is compiled. Subsequent running of the stored procedure is faster because the execution plan does not recheck command syntax, recompile the stored procedure or rebuild the execution plan. 

· Passing multiple commands across the network is inefficient in that more content is sent.

· Stored procedures encourage modularity and code reuse, insulating against changing business practices.

· Stored procedures also enhance security through isolation and encryption. 

Database users are given permission to execute the stored procedure rather than given access to the tables or other objects that the Stored procedure accesses.

Stored procedures can be encrypted when they are created or modified.

· Coding SQL logic externally to the database prevents logic and dependencies from being encapsulated in the database. This makes system administration difficult, as it is harder to gauge the impact of changes to objects (table structures, constraints, etc…)

Dynamic SQL / SQL Injection

Avoid building dynamic SQL in a web application or in a stored procedure that accepts input from the application. An application that dynamically generates commands for subsequent execution on the database makes the database vulnerable to the danger of SQL Injection. 

Malicious users can experiment with the right combination of quote delimiters and comment marks to insert SQL commands in text input fields and using the UNION clause they can cause these to commands to be executed on the server. The more rights the log in user has, the more damage they can cause. 

There are various methods to guard against SQL Injection. However the simplest and most foolproof method is simply to not generate dynamic SQL from the web application.

Stored Procedure Template

Stored procedure templates are designed to provide a standard structure for stored procedures. 

The templates contain:

· An Introduction Comment block for describing the functionality of the stored procedure and to provide a history of changes. This is described in the Introduction Comment Block section.

· Standardised methods for error trapping and returning errors to the client. 

The following templates are attached as appendixes:

· Standard Stored Procedure

· Stored Procedure For Nested Transactions

The Standard Stored Procedure template has been designed to work with a bespoke stored procedure called sp_RaiseError (marked as a system object) and an ASP error trapping function to raise errors with additional information and load these to a DBA database. This should allow all errors to be recorded with enough information to recreate these errors, enabling us to identify, quantify and resolve recurrent problems quickly. DBA procedures will be put in place to ensure these errors are checked regularly.

The Standard Stored Procedure template provides a framework for trapping SQL errors and passing the parameter list to the sp_RaiseError system stored procedure. 

When coding a stored procedure, after each SELECT, UPDATE and DELETE statement, the error number should be checked and a unique and descriptive error message written to allow identifying the specific line of code that failed.

Similarly after each EXECUTE statement, the return value should be checked to ensure that any called stored procedures have not failed and in the event of a failure an error message should be recorded. The template has been built to return –1 in the event of an error and 0 to record success (this can be changed on a individual stored procedure basis if the RETURN statement is to be used to pass results to the calling stored procedure).

The error trapping methodology will be described in more detail in a future document to cover:

· Stored procedures

· The ASP error trapping function

· Downloading and checking errors

Comments

Introduction Comment Block

Each stored procedure should contain a header section comprising a comment block (included in the stored procedure template). 

The comment block records:

· A description of the stored procedure and its functionality.

· Inputs (parameters)

· Outputs (data returned)

· Developer Name

· Date created

· Change control section

The change control section records:

· Developer Name

· Date of modification

· Description of change

Comments Within Code

Comments in stored procedure code should be written to improve readability, declare intentions and increase understanding. Comments should be for the following reasons:

· If it would be considered useful to enhance readability for yourself or anyone else that may need to view the code. Remember you or someone else may need to review the code, months or years down the line and well-placed comments will jog your memory or illuminate others better than reading the program code.

· If a statement contains complex logic or a tricky solution.

· If logic or a business rule dictates a particular method of coding that should be understood to prevent the code from being rewritten later, thereby transgressing the original intention.

Consider commenting Begin and End statements with the condition that caused their execution. This is especially helpful when Begin and End statement blocks are nested. E.g.:

WHILE 
@Counter < @LoopsRequired

BEGIN
--@Counter < @LoopsRequired

Procedural code…




IF 

@Counter = @PanellistID

BEGIN

--@Counter = @PanellistID




Procedural code…




END

--@Counter = @PanellistID
END

--@Counter < @LoopsRequired
Example of when you might want to comment code to enhance readability:

/* Create a list of tables where the Data Type definition is different 

but Column Name is identical */

SELECT
#tblDBColumns1.ColumnName,



#tblDBColumns1.DatabaseName, 



#tblDBColumns1.TableName, 



#tblDBColumns2.DatabaseName, 



#tblDBColumns2.TableName, 



#tblDBColumns1.DataType,



#tblDBColumns2.DataType

-- Derive data from temporary table

FROM
#tblDBColumns #tblDBColumns1

-- Create self join on Column Name for temporary table

INNER
JOIN #tblDBColumns #tblDBColumns2



ON   #tblDBColumns1.ColumnName = #tblDBColumns2.ColumnName

-- Filter to where data type is different

WHERE
#tblDBColumns1.DataType 
<> #tblDBColumns2.DataType

-- Ignore matches on database name and table (it is the same row)

AND

#tblDBColumns1.DatabaseName 
<> #tblDBColumns2.DatabaseName

AND

#tblDBColumns1.TableName 
<> #tblDBColumns2.TableName

-- Ignore system tables

AND

#tblDBColumns1.TableName NOT LIKE 'sys%'

AND

#tblDBColumns2.TableName NOT LIKE 'sys%'

-- Ignore system databases

AND

#tblDBColumns1.DatabaseName NOT IN ('MSDB', 'Northwind')

AND

#tblDBColumns2.DatabaseName NOT IN ('MSDB', 'Northwind')

ORDER
BY #tblDBColumns1.ColumnName

Naming Conventions

Stored procedures should be named with a standard convention.

If the stored procedure is to be stored in the Master database, the stored procedure name should have an sp_ prefix. Avoid an sp_ prefix for stored procedures in other databases. This prefix convention will degrade performance as it causes SQL Server to first look in the master database for the stored procedure before the local database.

Stored procedures in other databases should have an sp prefix.

Follow the sp prefix with a standard keyword to describe the stored procedures function:

· Select

· Insert

· Update

· Delete

· Report

· Process

This convention clarifies the stored procedure’s functionality and will help with locating stored procedures as they are displayed in name order in Enterprise Manager.

Follow the key word with a succinct description.

Start new words with capital letters. All other letters should be lower case. This aids readability.

E.g.:

· spInsertPanellistAddress 

· spUpdatePanellistAddress

· spSelectPanellistAddress

· spDeletePanellistAddress

Ownership

All stored procedures (as with all other SQL objects) should be created as owner dbo. This improves performance by allowing SQL Server to set up ownership chains. 

I.e. If all objects are owned by the same owner, SQL only needs to check that the user has been granted EXECUTE permission of the initial stored procedure rather than checking permissions for all objects with different owners.

Identifying Debug Code

When testing/debugging it is sometimes necessary to introduce temporary debug code.

For complex stored procedures it is sometimes advisable to retain but not execute this debug code even after the stored procedure has gone live.

Finding debug code in a stored procedure is easier and the chance of introducing this in a live application is reduced if the debug code is marked consistently. Introducing a common tag for debug code for all developers will provide fixed text to search for.

Mark temporary code not to be executed once the stored procedure is live as Debug code.

E.g.:

------------------

-- Debug code

--SELECT @SQLString

------------------ 

Coding Conventions

Variable Declarations

Declare all variables at the top of the stored procedure, before any procedural code.

To enhance readability, when declaring multiple variables, list each variable on a new line.

Compare the 2 following examples.

Well-formatted example:

DECLARE
@SQLString1

VARCHAR(8000),



@SQLString2

VARCHAR(8000),



@ParentTable
VARCHAR(256), 



@ParentField
VARCHAR(256),



@ChildTable

VARCHAR(256),



@ChildField

VARCHAR(256),


@MaxPValue

DECIMAL(5,3),



@ThisID

INTEGER,



@TempTable1

VARCHAR(256),



@TempTable2

VARCHAR(256)

Badly formatted example:

DECLARE
@SQLString1
VARCHAR(8000), @SQLString2 VARCHAR(8000), @ParentTable VARCHAR(256), @ParentField
VARCHAR(256),@ChildTable VARCHAR(256), @ChildField VARCHAR(256),
@MaxPValue DECIMAL(5,3), @ThisID INTEGER, @TempTable1 VARCHAR(256), @TempTable VARCHAR(256)

Word Case

For readability, SQL reserved words should be written in upper case and other words in proper name format.

Indentation / Formatting Code

Properly formatted and indented code will greatly enhance readability. This in itself will speed up code maintenance / debugging and make it easier for developers to support each other’s code.

It also helps to clarify logic, which aids the process of writing sensible code.

Rules for indenting and formatting T-SQL statements to enhance readability:

· Start a new line for every new clause of the select statement.

· As with variable declarations, for column lists, show columns on new lines, but indent so it is transparent that they are part of the same column list.

· Indent sub-selects.

· As there is the possibility of multiple joins in a SQL statement, indent join conditions to make it clear that the conditions relate to the Join clause.

Examples follow on the next page.

Well-formatted example:

-- Aggregate Salary average and User count by Company

SELECT 
AVG(vwUserInfo.YearlySalary) AS AvgYearlySalary, 



COUNT(vwUserInfo.UserInfoID) AS CountUserInfo, 



vwUserInfo.CompanyNameID, 



CompanyName.CompanyName 

-- Load to results table

INTO 
##SalaryResults22 

FROM 
vwUserInfo  

INNER 
JOIN  CompanyName 

ON  
vwUserInfo.CompanyNameID = CompanyName.CompanyNameID 

AND
vwUserInfo.CompanyID 
 = CompanyName.CompanyID 

-- At least one employee must have a salary between the lower and upper bound confidence intervals

WHERE 
EXISTS (SELECT 
CompanyNameID 




  FROM 
##SalaryResultsB22 




  WHERE 
vwUserInfo.CompanyNameID = ##SalaryResultsB22.CompanyNameID  




  AND 
vwUserInfo.YearlySalary  BETWEEN CILBound AND CIUBound) 

GROUP 
BY 
vwUserInfo.CompanyNameID, 




CompanyName.CompanyName 

-- There must be at least one employee with a salary

HAVING 
COUNT(dbo.vwUserInfo.UserInfoID) > 0)

AND 
STDEV(dbo.vwUserInfo.YearlySalary) IS NOT NULL

Badly formatted example:

SELECT AVG(vwUserInfo.YearlySalary) AS AvgYearlySalary, COUNT(vwUserInfo.UserInfoID) AS CountUserInfo, vwUserInfo.CompanyNameID, CompanyName.CompanyName INTO ##SalaryResults22 FROM vwUserInfo  INNER JOIN  CompanyName ON  vwUserInfo.CompanyNameID = CompanyName.CompanyNameID AND vwUserInfo.CompanyID = CompanyName.CompanyID WHERE EXISTS (SELECT CompanyNameID FROM ##SalaryResultsB22 WHERE vwUserInfo.CompanyNameID = ##SalaryResultsB22.CompanyNameID  AND vwUserInfo.YearlySalary BETWEEN CILBound AND CIUBound) GROUP BY vwUserInfo.CompanyNameID, CompanyName.CompanyName HAVING (COUNT(dbo.vwUserInfo.UserInfoID) > 0)

Archiving Code

Like all code (e.g. VB classes and ASP pages), stored procedures should be individually scripted and archived in WinCvs.

In WinCvs, create a folder hierarchy as \Database Name\Stored Procedures.

Load all stored procedures into this folder.

Ensure files in WinCvs are kept in sync with the most up to date versions.

Appendixes

Standard Stored Procedure Template

CREATE PROCEDURE dbo.[PROCEDURE NAME]

AS

/*******************************************************************************************************************************************************************************

*

Author: 
 

Date: 


Description: 

Called from:


Calls the following stored procedures:

Inputs:


Outputs:


* History ------------------------------------------------------------------------

* Author           
|Date        
|Version
|Reason

***********************************************************************************************************************************************************************************/

SET NOCOUNT ON

DECLARE
@Error 

INTEGER,


@ErrorMessage
VARCHAR(1000)

-------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------


-- Call stored procedure

EXECUTE
@Error =  [PROCEDURE NAME] 

--------------------------------------------------------------------------------

-- Check for an error

SET
@Error = @@ERROR


-- Was an error raised?

IF 
@Error = -1

BEGIN
-- @Error  = -1


SET 
@ErrorMessage = 'Error Message'


GOTO 
ProcedureFailed

END
-- @Error  = -1

--------------------------------------------------------------------------------

-- Select, Update, Insert, Delete Statement

--------------------------------------------------------------------------------

-- Check for an error

SET
@Error = @@ERROR


-- Was an error raised?

IF 
@Error <> 0

BEGIN
-- @Error <> 0


SET 
@ErrorMessage = 'Error Message'


GOTO 
ProcedureFailed

END
-- @Error <> 0

--------------------------------------------------------------------------------

-------------------------------------------------------------------------------------------------------------------------

-- Successful exit

SET NOCOUNT OFF

-- Return execution successful

RETURN(0)

---------------------------------------------------------------------

-- Execution Failed label

ProcedureFailed:


SET 
@ErrorMessage = @ErrorMessage+ ' Parameters: ' +





'Parameter 1: ' + ISNULL(CAST(@Parameter1 AS VARCHAR), 'null')  + ', ' + 





'Parameter 2:' 
+ ISNULL(CAST(@Parameter2 AS VARCHAR), 'null')  + ', ' + 





'Parameter 3:' 
+ ISNULL(CAST(@Parameter3 AS VARCHAR), 'null') 


-- Raise error with additional information


EXECUTE sp_RaiseError @Error, @ErrorMessage, @@PROCID


RETURN -1

---------------------------------------------------------------------

SET NOCOUNT OFF

GO

GRANT EXECUTE ON dbo.[PROCEDURE NAME] 

TO 
role_webserver 

GO

Stored Procedure For Nested Transactions Template

CREATE PROCEDURE dbo.[PROCEDURE NAME]

AS

/*******************************************************************************************************************************************************************************

*

Author: 
 

Date: 


Description: 

Called from:


Calls the following stored procedures:

Inputs:


Outputs:


* History ------------------------------------------------------------------------

* Author           
|Date        
|Version
|Reason

***********************************************************************************************************************************************************************************/

SET NOCOUNT ON

DECLARE
@Error 


Integer,



@ErrorMessage

Varchar(255)

-------------------------------------------------------------------------------------------------------------------------

BEGIN 
TRANSACTION


---------------------------------------------------------------------



-- Call stored procedure


EXECUTE
@Error =  [PROCEDURE NAME] 


-- Was an error raised?


IF 
@Error <> 0



GOTO TransactionFailed


---------------------------------------------------------------------


-- Insert or update statement


-- Record error


SET
@Error = @@ERROR



-- Was an error raised?


IF 
@Error <> 0


BEGIN
-- @Error <> 0



SET
@ErrorMessage = ''



GOTO 
TransactionFailed


END
-- @Error <> 0

-------------------------------------------------------------------------------------------------------------------------

-- Transaction handling

-------------------------------------------------------------------------------------------------------------------------

-- Transaction successful

COMMIT TRANSACTION

SET NOCOUNT OFF

-- Return transaction successful

RETURN(0)

---------------------------------------------------------------------

-- Transacton Failed label

TransactionFailed:

-- Was error raised within this stored procedure?

IF 
@ErrorMessage IS NOT NULL

BEGIN
-- @ErrorMessage IS NOT NULL


-- Log error in Windows NT Event Viewer


EXECUTE spGenLogError @ErrorMessage, @@PROCID, @Error

END
-- @ErrorMessage IS NOT NULL

---------------------------------------------------------------------

-- Is this the highest level?

IF 
@@NESTLEVEL = 1


BEGIN 
-- @@NESTLEVEL = 1



-- Raise error and record in Event Log


RAISERROR(@Error,11,1)

END 
-- @@NESTLEVEL = 1


---------------------------------------------------------------------

-- Is this this the only transaction, rather than nested

IF 
@@TRANCOUNT = 1

BEGIN
-- @@TRANCOUNT = 1


-- Only roll back if not nested


ROLLBACK TRANSACTION


-- Return error


RETURN(@Error)

END
-- @@TRANCOUNT = 1

ELSE

BEGIN
-- @@TRANCOUNT = 1


-- Transaction will be committed, but the calling stored procedure will handle it


COMMIT TRANSACTION


-- Return error


RETURN(@Error)

END
-- @@TRANCOUNT = 1

-------------------------------------------------------------------------------------------------------------------------

SET NOCOUNT OFF
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